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1 IEEE 802.3i protocol (10BASE-T standard)

1.1 Introduction

IEEE 802.3 is the standard for Ethernet which was originally introduced in 1983 and IEEE 802.3i is
a later version of it which introduced the 10BASE-T standard in 1990. Here the 10, BASE and
T in the name of this standard implies the transmission speed of 10Mbit/s, baseband transmission
and twisted pair cable media respectively. Layer two(Data Link Layer) in the ISO/IEC Open system
Interconnection(OSI) reference model consists of two sublayers as Media Access control(MAC) sublayer
and Logical Link Control(LLC) sublayer. The relationship of the 10BASE-T to reference model and
the IEEE 802.3 CSMA/CD LAN model is given below.

Figure 1: 10BASE-T relationship to the ISO/IEC Open Systems Interconnection (OSI) reference
model and the IEEE 802.3 CSMA/CD LAN model[1]

1.1.1 Media Access control(MAC) sublayer

In IEEE 802.3 standard, functions related to Data Link Layer(framing, addressing, flow control, error
detection, link management) are handled by the Media Access Control sublayer together with the
Logical Link Control(LLC) sublayer, and those functions can be divided into two main categories as
follows and here some of them have different naming conventions.[1].

a) Data Encapsulation

• Framing

• Addressing

• Error Detection

b) Media Access Management

• Medium Allocation (half-duplex)

• Contention Resolution (half-duplex)

• Physical Layer Congestion controlling (full-duplex)

There are two modes of operation in MAC as defined by the IEEE 802.3 and in the IEEE 802.3i
(10BASE-T) standard the second mode is used. Therefore there is no need of CSMA/CD algorithms
which uses in the first mode, for the proper operation of 10BASE-T.

• Half Duplex Mode : Carrier Sense, Multiple Access with Collision Detect (CSMA/CD)
mechanism is used for communication.

• Full Duplex Mode : Two Separate pairs of Un-Shielded Twisted Pair(UTP) cables are used to
transmit and receive frames.
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1.2 Framing

Figure 2 shows the various fields of a packet. Every field other than MAC CLIENT DATA, PAD and
EXTENSION, consists of a fixed number of bytes(synonymy for Octet). Number of bytes allocated for
each filed is labeled in front of each field. The number(an integer) of bytes in above mentioned three
fields may vary between a minimum and a maximum number of bytes specified by the implementation
of MAC.

Figure 2: Frame/Packet format of IEEE 802.3i Protocol[1]

1.2.1 Preamble

The Preamble is a 7 octets bit pattern which is used to stabilize and synchronize (bit synchronization)
the physical medium by taking physical signaling(PLS) circuitry to a steady state. Because physical
layer components in a Local Area Network(LAN) may sometimes give the outputs after some bit
duration(not at the same time as input is given) and this must not happen while actual data
transmission.Therefore this special bit pattern is sent at the beginning to recover the clock
frequency .

Preamble pattern : 10101010 10101010 10101010 10101010 10101010 10101010 10101010 ends with
a “0”

1.2.2 SFD-Start Frame Delimiter

SFD field is a one byte bit pattern which is transmitted right after the preamble. Media Access
control frame(MAC frame) starts after this.

SFD pattern : 10101011 ends with two “1”s

1.2.3 Address Fields

Every MAC frame consist of two 6 octets address fields as 1.Destination Address field which indicates
the destination of a given MAC frame and 2.Source Address field which indicates the station where
the MAC frame was generated. Further information on Addressing methods of MAC are given in the
upcoming subsection (1.3).

1.2.4 Length/Type Field

This field consists of 2 bytes(16 bits) and according to the corresponding numerical value (decimal
values are used here for explanation) of this field two interpretations can be given.
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• Length Interpretation : If the value is less than or equal to 1500 then this field indicates the
number of octets in the MAC client data field.

• Type Interpretation : If the value is grater than or equal to 1536 then this field indicates the
Ethertype of the MAC client protocol.

1.2.5 MAC Client Data field

Depending on the implementation of ethernet, three types of frames can be found and according to
that type, maximum number of octets that can be included in the MAC client data filed is varied
and there is no minimum number of octets for data field.

Type of frame Maximum number of octets

Basic frames 1500
Q-tagged frames 1504
Envelope frames 1982

1.2.6 Pad field

Although there is no lower limit for MAC client data filed, there is a specific minimum number of
octets that a MAC frame(consists of destination address, source address, length/type, MAC client
data and pad fields) should have, for correct operation of CSMA/CD protocol. To achieve this goal
MAC client data field and pad field together are constrained to have at least 46 octets. Therefore
if the MAC client data field is unable to satisfy this minimum requirement of 46 octets, a pad
field(required number of octets) is appended at the end of it to reach the mentioned lower limit of 46
octets.

Number of bits in pad field
= min{0, [minimum Mac frame size - (MAC client data filed size + 2*address field

size + 48)]}

1.2.7 Frame Check Sequence(FCS) field

This field consists of 32-bits(4 octets) cyclic redundancy check(CRC) value which is calculated
depending on the contents of protected fields of MAC frame i.e destination address, source
address, length/type, MAC client data and pad. The following generating polynomial of order 32 is
used for this purpose.

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

1.3 Addressing

IEEE 802.3 MAC addressing methods can be divided into two main categories as Individual
addressing and Group addressing . In the first method address is related to a specific station
on the network while in the latter method it may be related to one or more stations on a given
network. Regardless of the addressing method an address field has a fixed length of 48 bits and it is
subdivided into three parts as follows.
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Figure 3: Address field format of IEEE 802.3 Protocol[1]

Part Allocated bits Purpose

Part 1 1 Use to identify whether the Destination address is an individual or
a group.If it is individual this first bit is set to ‘0’. Otherwise it is set
to ‘1’. In Source address field this bit is reserved and set to ‘0’.

Part 2 1 Use to indicate whether an address is globally administered or locally
administered. If global this bit is set to ‘0’. Otherwise it is set to ‘1’.

Part 3 46 Contains the actual destination or source address.

1.4 Flow control

1.4.1 MAC control sublayer and MAC control frame

This optional sublayer is used to control and manipulate the operations in MAC sublayer in real-time.
In contrast to the normal MAC frame, in this MAC control frame length/type field consists of 2
octets 88− 0816 value which is unique for MAC Control of CSMA/CD LANs. In addition to that
2 octets MAC control opcode field represents the MAC control function and parameter field
contains the data needed for the operation of opcode.In addition to the fields in below figure Preamble,
SFD and FCS fields are added by MAC.

Figure 4: Position of the MAC control sublayer in data link layer and format of “MAC control” frame
[1]

1.4.2 PAUSE operation

If a station with full duplex operation mode DTE(Data Terminal Equipment), on the
network is overloaded by data frames, MAC control clients in that station are able to generate a
request[1] to send a PAUSE frame which will stop the transmission for a specific time period. In
addition to that maximum duration of time which data frames can be sent after receiving a valid
PAUSE frame by the Tx, is also there to control the flow effectively.

The request consists of following data.
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• Globally assigned 6 octets multicast address (01− 80− C2− 00− 00− 0116): Although
there is only two stations (Tx and Rx) in a full duplex IEEE 802.3 LAN, this well known
multicast address is used to eliminate the additional effort of keeping the actual address of the
Tx.

• PAUSE opcode : Consists of 2 octets representing 00− 0116

• Request operand: Consists of 2 octets unsigned integer number between 0 and 65535, which
indicates how long the data frame transmission should be suspended in units of quanta(a time
equal to 512 bits duration)

1.5 Error control

For error detection in IEEE 8023.3 standard, 32 bits Cyclic Redundancy Check(CRC-32) Method is
used. CRC value is calculated depending on the contents of protected fields of MAC frame. The
following generating polynomial of order 32 is used for this purpose.

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

1.6 Link Management(Media access management)

Since IEEE 802.3i MAC uses full duplex operating mode, there is no need of detecting and handling
of collisions of frames which happens in half duplex operation. But MAC has the ability to control
physical layer congestion(nature of preventing the free movement of frames by being too crowd) by
executing following operations.

1. Dominate the rate of transmission of bits to the physical layer using the PLS(Physical Layer
Signaling) sublayer as an interface to the Physical Layer.

2. Delay the transmission for an inter-frame gap or more period of time by considering the amount
of congestion in physical layer.

2 Point to Point Protocol(PPP)

2.1 Introduction

Point-to-Point Protocol is a derivation of the High-level Data Link Control (HDLC) protocol which
is standardized under the standards of ISO 3309 and ISO 4335. It provides a standard method of
transmitting multi-protocol datagrams over Point-to-Point links. The protocol is made up of
three basic components as mentioned below[3].

I. A Protocol to encapsulate datagrams for making layer 2 Data Units(PDUs-frames)

II. A Link Control protocol(LCP) for link management functions such as setting-up,
maintaining, terminating connections.

III. A group of Network Control Protocols (NCPs) to set-up and configure different
network-layer protocols.

For the operation of PP protocol a full-duplex link (either dedicated or which can be switched by a
circuit) which is able to operate in both synchronous and asynchronous modes must be provided
essentially and there is no need of a special Data Terminating Equipment(DCE) interface or Data
Circuit-Terminating Equipment(DCE) interface. And there is no impact on the data transmission
rates from the protocol.
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2.2 Framing

Following represents the standard frame structure of PPP. The fields are transmitted from top to
bottom. Notice that start /stop bits are not included here which used in the asynchronous mode.

Flag 1 octet

Address 1 octet

Control 1 octet

Protocol 2 octets

Information Max-1500 Octets

FCS 2 octets

Flag 1 octet

Inter-frame Fill
or next Address

Figure 5: Frame format of the Point to Point Protocol[3]

2.2.1 Flag field

Flag field consists of one octet(8-bits) bit sequence which indicates the start or the end of a frame.
flag is used as a frame separator therefore there is no need of placing another flag at the end of a
frame and starting flag is enough. Any way two consecutive flags will indicate an empty frame which
will be ignored..

Flag bit pattern : 01111110

2.2.2 Address Field

Address field also consists of one octet bit sequence which indicates a predefined Broadcast
Address. Individual addresses are not used in this protocol and therefore all the stations in a given
LAN must be able to recognize this address and receive frames.

Broadcast Address bit pattern : 11111111

2.2.3 Control Field

Control field also consists of 8 bits which indicates the Unnumbered Information(UI) command where
the Poll/Final bit set to zero. Frames which have any other control field values are discarded.

Control Field bit pattern :00000011

2.2.4 Protocol Field

Protocol field consists of 2 octets(16 bits) bit sequence, which indicates the protocol used in the
information filed of the frame.This field was originally introduced by the PPP protocol in addition
to the existing High Level Data Link(HDLC) protocol fields. There are two conventions that must
be used when representing a protocol in binary format as follows. Protocol fields which do not obey
these rules considered as Unrecognized Protocols and will be handled in a different way.

LSB/LSO - Least Significant Bit/Octet MSB/MSO - Most Significant Bit/Octet

• Decimal value corresponding to the Protocol field must be odd. i.e LSB of LSO must equal to
“1”.

• LSB of the MSO must equal to “0”
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According to the corresponding hexadecimal value the protocol field represents followings.

Range in Hexadecimal Interpretation

0*** to 3*** Network-layer(Layer-3) Protocol of the datagram.
4*** to 7*** Protocols with low volume traffic
8*** to B*** Network Control Protocol(NCP)
C*** to F*** Link-Layer Control Protocol(LCP)

Table 1: Protocol Filed interpretations[3]

2.2.5 Information Field

Information field may contain zero or many octets that represents the datagrams which belong to
the protocol found in the preceding field. Information field in default can have number of octets up
to 1500 as a maximum. At the transmission this length of 1500 octets must be completely filled as
specified by the protocol and if the field is not filled additional padding octets must be appended to
obtain the count of 1500.

2.2.6 Frame Check Sequence(FCS) Field

FCS field consists of two octets binary number which is calculated depending on the contents of the
Address field, Control field, Protocol field and Information field. Following generating polynomial of
order 16 is used fior this purpose.

G(x) = x16 + x12 + x5 + x

2.3 Addressing

One octet bit sequence which indicates a predefined Broadcast Address/All-Stations address is
used in this protocol for communication and individual addresses are not assigned to stations.Therefore
all the stations in a given LAN must be able to recognize this address and receive frames.

2.4 Error control

For error detection in PPP standard, 16 bits Cyclic Redundancy Check(CRC-16) Method is used.
CRC value is calculated depending on the contents of protected fields of PPP frame. The
following generating polynomial of order 16 is used for this purpose.

G(x) = x16 + x12 + x5 + x

2.5 Link Management and Flow control

As mentioned earlier, Link Control protocol(LCP) is used by the PPP for link management functions
such as setting-up, maintaining, terminating. To do that three types of LCP packets are used and
this LCP packets are encapsulated inside the field of information when the preceding protocol field
indicate the protocol type as LCP by the hexadecimal number C02116 (in range C*** to F***).

Type of the LCP packet Purpose

Link Configuration packet(1-4) Establish and configure a link
Link Termination packet(5-6) Terminate a link
Link Maintenance packet(7-11) Manage and debug a link

Table 2: LCP packet types used in link management[3]
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2.5.1 LCP Frame format

Code Identifier Length Data
one octet one octet two octets zero/more octets

Table 3: Link Control Protocol packet format in general[3]

• Code field represents the corresponding binary number to each LCP packet type and there are
11 types as given below.

• Identifier field consists of a binary number which is generated by the transmitting station
for every request. Receiver station must copy it and include in its identifier field whenever RX
replies for that particular request.

• Length Field indicates the length of the LCP packet and for the length calculation all the four
fields are considered.

• Data Field content differs according to the LCP packet type.

Code Number Packet type Purpose of sending

1 Configure-Request To open a connection with configurations specified in options
field

2 Configure-Ack To indicate all the configuration options asked by Request(1)
are acceptable and recognizable

3 Configure-Nak To indicate that although every option asked by Request(1)
is recognizable some options are not acceptable

4 Configure-Reject To indicate that some options asked by Request(1) are not
recognizable or not acceptable to negotiate

5 Terminate-Request To indicate the station wish to close the connection
6 Terminate-Ack To acknowledge that the connection terminate request

received successfully

7 Code-Reject To indicate that the LCP packet sent by the TX has an
unknown code at the Code field

8 Protocol-Reject To indicate that the PPP frame sent by TX has an
unknown Data Link Layer Protocol

9 Echo-Request Echo-Request and Echo-Reply packets are used to measure
10 Echo-Reply properties of the data link and for debugging purposes by

sending these packets back and forth(both directions) in link
11 Discard-Request Used for data link layer debugging, and to measure performance

and etc. And will be simply discarded by the RX

Table 4: LCP Packet type, their Code Numbers and Purpose of each packet in briefly[3]

2.5.2 Establish a session

To establish a communication session over PPP following steps must be followed.

First data link is configured and tested by sending necessary Link Control Protocol(LCP) Packets
↓

The link is then established and Peer may be authenticated
↓

One or more Network control Protocols are chosen and configured by exchanging necessary LCP packets
↓

Datagrams from each configured Network Layer Protocol can now be sent over the Link
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3 Similarities, Differences, Strengths and Weaknesses in IEEE
802.3i protocol and Point-to-Point Protocol

3.1 Framing

Consider the frame structures in given protocols.

Figure 6: Frame/Packet format of
IEEE 802.3i Protocol[1]

Flag 1 octet

Address 1 octet

Control 1 octet

Protocol 2 octets

Information Max-1500 Octets

FCS 2 octets

Flag 1 octet

Inter-frame Fill s
or next Address

Figure 7: Frame format of the Point
to Point Protocol[3]

When comparing the frames following properties can be observed.

• In both protocols,

I. Fields are transmitted from top to bottom.

II. There is a special bit pattern to recognize the start of a new frame (SFD in IEEE 802.3
and Flag in PPP).

III. Maximum allowable number of octets in the information field(with padding) is 1500. But
in transmission of the frames, PPP information field(with padding) must have 1500 octets
in the information field whereas in IEEE 802.3 only 46 octets are needed.

• In IEEE 802.3,

I. MAC packets consist of a special 7 octets bit sequence to identify the clock frequency of
the transmitter and therefore TX and RX are well synchronized at the beginning of a MAC
packet.

II. Address field consists of two 6 octets fields as source address and destination address , but
in PPP one octet address field is used.

3.2 Addressing

Addressing methods are different in the two protocols. In PPP there is only one addressing method
which uses one octet multicast address as the destination address whereas in IEEE 802.3 protocol two
addressing methods are used as mentioned under the“ Addressing” subsection of IEEE 802.3 protocol.
Since the use of multicast(all-station) address in PPP there is no need of storing the actual source
address of a frame to send any reply frame from the receiving end to a particular transmitter.

3.3 Flow Control

To control the data flow in IEEE 802.3 protocol the PAUSE option is used. If a receiver is getting
overloaded by frames, the MAC control client of the receiving station can generate a request to send
a PAUSE frame to suspend the bit transmission for a specific period of time given in quanta.
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3.4 Error Control

In both IEEE 802.3i protocol and PP Protocol , Cyclic Redundancy Check method is used
to detect errors in receiving frames. For generating the CRC value, IEEE 802.3 uses generating
polynomial of order 32 while PPP uses a generating polynomial of order 16. Therefore in ethernet
standard there is a 4 octet filed in frame while there is a 2 octet field in PPP frame for the FCS.

3.5 Link Management

Although in PPP there is a dedicated sub protocol as Link control Protocol(LCP) for handling the
functions related to Link management, in IEEE 802.3i the purpose is served by the MAC sublayer.
According to this case it can be said that there is a strong link management procedure in PPP when
comparing with that of IEEE 802.3i protocol.

4 Point-to-Point Protocol Over Ethernet(PPPoE)

Ethernet Protocol has its own unique features such as multi-point relationship which can not be
found in Point-to-Point Protocol implementations.

In a similar way Point-to-Point Protocol has its own unique features such as Link Control
Protocol(LCP), Network Control Protocols(NCPs) and Ability of Authentication, which can not be
found in Ethernet Protocol implementations.

It is better to have all of these features in a single protocol than having in two separate protocols,
to aid the modern world requirements. Therefore, in order to get the features of both of these
implementations at the same time a new protocol was introduced around 1999 and it was standardized
as the Point-to-Point Protocol Over Ethernet(PPPoE)[2]. This derivation of PPP provides standards
to encapsulate PPP frames inside the Ethernet frames to achive the goal mentioned above.
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